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Coaepxkanue

. OnpeneneHue OTIaaKA U OTJIAJKH IIPOrpaMM
. Knaccudukanus ommodok

* 3HAKOMCTBO ¢ MHCTPYMEHTHI oTnaaku Ha Cu: printf

debugging, GNU Debugger (GDB), Valgrind
(Memcheck), strace/ltrace.



IHoBTOopenue (1)

OCHOBHEIE UHCTPYMEHTHI oTiaaku Ha Cu:
e printf debugging — HEedopMaTbEHEIN, HO
d(pPEKTUBHBIN cIOCO0 JTUATHOCTUKH.

* GNU Debugger (GDB) — ocHOBHOM MHCTPYMEHT
otnagku Ha CU

*Valgrind (Memcheck) — oOHapyxuBaeT yTeuku
aMSTH, YTCHHE HEMHUITNAIN3UPOBAHHON ITaMsITH

*strace/ltrace — TpaccupoBKa CHUCTEMHBIX BBI30BOB U
OMOJINOTEYHBIX (DYHKIIUU



IloBTOpenue (2)

printf debugging

DTO NOAXOI K JUArHOCTUKE MPOTPAMMABI, IIPA KOTOPOM
BEI BpYYHYIO J00aBiseTe BeI30BEI Printf() (umm
AHAJIOTUYHBIC ()YHKIMH BbIBOAA) B KIHOUCBBIC TOUKH
KOJa, YTOOBI HAOJIIOAATH 32 COCTOSTHUEM IIEPEMEHHBIX,
MOPSIIKOM BBITIOJIHCHUS, a TAaKXKE AJIA MOUCKA
HCTOYHUKA OLITHOOK.



IHoBTOpenue (3)

GNU Debugger (GDB) — 310 MOIIHBIM HHCTPYMEHT
OTJIQJIKU C OTKPBITHIM MCXOTHBIM KOIAOM ,
pa3paboTanHbIi IpoekToM GNU. OH no3BOISIET
aHAJIU3UPOBATh MOBEJICHUE IIPOTPaMMBI HA HU3KOM
YPOBHE , YTO OCOOCHHO Ba)KHO IIPHU CUCTEMHOM

GNU gdb (GDB) 14.1

HporpaMMI/IpOBaHI/II/I C'F'Jy ghépﬁc; ?ez:UFGPL e fthne . il er <h::;'//g org/licenses/gpl.html>

is is free softwa you are free to change and redistribute t.
ere is NO NARRANTY, to the xtent permitted by law.
Type "show copying" and "show warranty" for details.

This GDB was configured as "x86_64-w64-mingw32".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.




IloBTOpenue (4)

IToHMMaHne TUIOB OIMMOOK — ITO3BOJISIET HAXOAUTh
OIIMOKH, ONPEACIATh X MECTOHAX0XKACHUE U
[IPUHUMATh JEHUCTBUS K UX UCIPABICHUSIM:

e CHHTaKCHUYECKHE ONINOKH

e CeMaHTHUUECKHUE OIINOKHU
 Jlornueckue onmoxu

* OmnOKHY BPEMEHM BBIIIOJITHCHHS
* OMOKM paOOTHI C HAMSTBIO




Omuoku padoTnl ¢ namaThio (1)

* Yreuku namsatu (memory leaks)

* Icrionp30BaHne 0CBOOOKIEHHOM namaTh (Use-after-
free)

* YreHne HEMHUIMAIM3UpoBaHHOM namsaTu (Uninit read)
* [Iepenomaenue oydepa (buffer overflow)

» JIBoitHOE ocBoOOKIeHMe (double free)

* JlocTyI 3a rpaHUIIaMX MacCHBa

* PazpimenoBanne NULL-yka3zarens



Omuoku padoThl ¢ NaMATHIO (2)

void leak memory() {
int *ptr = (int *)malloc(10
(int));
(ptr NULL) {

fprintf(stderr,
\n");
;1 ptr[e] = 42;
printf( %d\n", ptr[0]); }




OmuoKH padoThI ¢ NaMATHIO (3)

int use after free() {
int *p = malloc( (int));
p = 42;
free(p);
P




Omuoky padoTsl ¢ NaMATHIO (4)

vold uninitialized memory() {

char *buffer = malloc(64);

(buffer == NULL){
fprintf(stderr,"” \n"); 5 )
(int 1 = 0; 1 < 64; i) {
(buffer[i] 32 buffer[i] 126)
printf("%c", buffer[i]);
printf("."); }
printf("“\n"); free(buffer);}




OmuoKHu padoTnl ¢ NaMAThIO (5)

volid buffer overflow() {
char buf[10];
strcpy (buf,




OmuoKH padoThl ¢ NaMATHIO (6)

vold double free() {
int *p = malloc( (int));
p = 42;
free(p);
free(p);




OmuoKH padoThl ¢ NaMATHIO (/)

voild out of bounds() {
int arr[5];
arr[10] = 42;
}
voild out of bounds() {
int arr[5]; arr[10] 42,
}




OmuoKH padoThl ¢ NaMATHIO (8)

void pointer_dereference() {
int *p = NULL; *p = 10

}

vold head corruptio() {
int *p = malloc(10);
p[-1] DEADBEEF;




NucrpymenraabHoe 11O Valgrind (1)

Valgrind — »To MoNIHBIN HHCTPYMEHT JIJIS aHAJIN3a

nporpamMm Ha s3bike C (A ApYyrux), KOTOPbIM IOMOIacT

HAXOAUTh OIINOKH, CBI3aHHBIC C pa0OTOM C IMaMSIThIO.
[ logepkuBaeT HECKOJIBKO HHCTPYMEHTOB:

* Memcheck — ocHoBHOM, JJIs1 IPOBEPKH PAOOTEHI C
IaMSTBIO

» Callgrind — mpodunmposanne nmpon3BoIUTEILHOCTH
* Helgrind / DRD — ananu3 MHOTOIIOTOYHBIX IIPOrpaMM



NucrpymentaabHoe 11O Valgrind (2)

Kon BBIIIOIHAETCA BUPTYAJIbHOU CPENE, TAE ITOAMEHACT
BBIIIOJIHCHUE KAXKAOU MHCTPYKIUU, YTOOBI OTCJIC’KUBATh:

e Kak BrIIIEIIIETCA 1 OCBOOOXKIAECTCI IIAMITh
* Kakve JaHHbIE UCIOJIb3YIOTCS

* I ne mpoucxoguT oOpalieHue K "MyCOpPHBIM'' HJIH
HCUHUIIMAIN3UPOBAHHBIM JITAHHBIM

OH IMHAMUAYECKHA aHAITU3UPYET MOBEJICHUE IIPOrPAMMBI BO
BPEMS BBITIOJTHEHUS.



NucrpymenrtaabHoe 11O Valgrind (3)

YcraHoBKa:
sudo apt update
sudo apt install valgrind

unmm apt-get install valgrind
Arch Linux: pacman -S valgrind
macOS (uepe3 Homebrew): brew install valgrind
Windows: uepes WSL unn Cygwin (orpanudeHHas )



Hucrpymentanasnoe 11O Valgrind (4)

valgrind --tool=memcheck ./myprogram
Briroyaer moapoOHYI0 NPOBEPKY YTeYeK MAMATH .
®nar: --leak-check=<comml>

NO UJIK NONe — HE MPOBEPATH YTEUKHU.

summary — mokKa3aTb KOJIHUYE€CTBO YTCUEK.

yes — IIOKa3bIBAaE€T MECTA, I'JIc NaMsITh OblJIa BhIJCICHA
(cTaHgapTHAS ACTAaIA3aLus).

full — moka3aTe BCe HaMJICHHBIC YTEYKH ITOJHOCTBIO ,
BKJIKOYAsl TPACCUPOBKY CTEKA IJI KAXKIOU U3 HUX. .



NucrpymenraabHoe 11O Valgrind (5)

Onpenensier, Kakue THUNbI YTeUeK OYyIYT 0TOOPaAXKATHCS
¢aar: --show-leak-kinds=<comml>
definite — TOYHO MOTEpSIHHAS NAMSITh.

indirect — mamsaTh, HA KOTOPYIO HET IMPSAMBIX YKa3aTEJeu,
HO €CTh KOCBCHHBIE.

possible — IOTCHUMAIBHBIC YTCUKH.

reachable — mamsaTh, KOTOpas 4OCTyNHA, HO HE
OCBOOOK/ICHA K KOHILY ITPOTPaMMBL.

all — mokasarb BCE BUOBI YTCUYEK. ’



NucrpymentaabHoe 11O Valgrind (6)

BKJII0YaeT TPaCCUPOBKY MCTOYHHMKOB MCII0JIb30BAHUSA
HEeMHUIUAJTUZUPOBAHHBIX TAHHBIX

¢aar: --track-origins=yes

Ecim mporpaMma dnTaeT HEMHAITHATU3UPOBAHHYIO TTAMSTh ,
Valgrind nmomeITaeTcss HAWTH B KAKOM MOMEHT 3Ta
HeonpeaeIEHHOCTh NOSBUIIACH BIEPBEIC B KoJie. I1o3BomseT
ONPEACIUTD IIPOUCXOXKACHUE ATOM NaMATH, a HE TOJIBKO JIUIIIh
MECTO B KOTOPOM HMPOMCXOIMUT OIIHOKA.



Hucrpymentansnoe IO Valgrind (7)
int () 1

(); //YTeyka namAaTw
(); //Use-after-free

(); // YTeHue
HEMHULMANU3UPOBAHHON MaMATU

(); //NepenonHeHue
bydepa
} ./buggy_prog



NucrpymentaabHoe 11O Valgrind (8)

valgrind --tool=memcheck \
--leak-check=full \
--show-leak-kinds=all \
--track-origins=yes \
./my_program



NucrpymenraabHoe 11O Valgrind (9)

==50680==
==50680==
==50680==

==50680==

==50680==

==50680==

==50680==

HEAP SUMMARY :
in use at exit: 400 bytes in 1 blocks

total heap usage: 4 allocs, 3 frees,
4,514 bytes allocated

400 bytes in 1 blocks are definitely
lost in loss record 1 of 1

at 0x483C79B: malloc
(vg _replace malloc.c:380)

by 0x109186: memory_ leak example
(baggy prog.c:6)
by 0x10929C: main (baggy prog.c:28)



NucrpymenrtaiabHoe 11O Valgrind (10)

==50680==
==50680==
==50680==
==50680==
==50680==
==50680==

LEAK SUMMARY :

definitely lost: 400 bytes in 1 blocks
indirectly lost: O bytes in © blocks
possibly lost: O bytes in © blocks
still reachable: © bytes in © blocks
suppressed: @ bytes in 0 blocks



Nucrpymenraannoe I1O Valgrind (11)

==50680== For lists of detected and suppressed
errors, rerun with: -s

==50680== ERROR SUMMARY: 33 errors from 10
contexts (suppressed: © from 0)

ABapuUUHbIN OCTaAHOB
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Nucrpymentaannoe I1O Valgrind (12)

* OOHapyKHUBaECT * 3aMEJIJISIET BBLINTOJIHECHUE
MHOKECTBO ITPOOJIEM C IpOrpaMMBbI B Pa3bl
aMSIThIO

*He pa60TaeT HalIpAMYIO e JIpocT B HCIIOIL30BaHUN
B Windows

e He 10BUT BCe BUOEI
OIIMOOK (HaIpuMmep,
JIOTUYECKUE)

o | logxomuT mig
TECTUPOBAHUA



NucrpymenrtaiabHoe IO Valgrind (13)

. IIpopuaupoBaHue
Callgrind poduiHp
IIPON3BOIUTEIIHLHOCTH
Massif AHanu3 oTpeOICHUS ITaMITH

Ilonck rOHOK MTaHHEBIX B
MHOI'OIIOTOYHBIX IIpOrpamMmax

Helgrind / DRD

breIicTpas, HO MEHEE TOUYHAasA
[IPOBEPKA JOCTYyIIAa K MAaCCHUBaM

SGCheck
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NucrpymenrtaiabHoe I1O strace (1)

strace (system call trace) — »To yrunmnrTa xoMaHIHOMN
cTpoku B Unix-nogo0OHbix cucreMax (Linux, BSD u
ap.), KOTopas IepexBaThIBACT U 3aIIMCHIBACT BCEC
CHUCTCMHBIC BbI3OBbI , CIICJIAHHBIC ITPOLCCCOM, d TAKIKC
BCC CUI'HAJIbI , IIOJIYHCHHBIC 5THUM IIPOLCCCOM.



NucrpymenrtaiabHoe I1O strace (2)

strace — 3TO MOIIHBIM CUCTEMHBIW aHAJIU3ATOP ,
KOTOPBIN ITO3BOJIAET OTCJIC)KUBATH CUCTEMHBIE
BbI30OBbI U CUTHAJIBI , KOTOPBIE BHIIIOJIHAET IporpaMmma
B IPOLIECCE CBOCH PaOOTHI.

I1osie3eH npu oTiIaaKe, aHaau3€e NOBEACHUA
IpOrpaMM, MMOKUCKE OIINOOK, a TAKKE JJISI IIOHUMaHMUS
TOr0, KaK B3aMMOJICHCTBYET Iporpamma ¢ sapom OC.



Uncrpymentaannoe I1O strace (3)

CucreMusble BEI30BEI - (Syscalls) croco0, koTopsim
IIporpaMMa 3aipallrBacT BRITIOJHEHHE 3a/1a4 Y sapa
OIIEPALIMOHHON CUCTEMBI.

OTtkpeiTHE (aiiaa: open()

Yrenue u3 daiira umm coxera: read()

3anuce B ¢aiia: Write()

Cosganune HOBOro mporecca: fork(), execve()

Pab6ora ¢ cetnto: socket(), connect(), sendto(), recvfrom()
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Hucrpymentanabnoe I1O strace (4)

include <stdio.h>
include <unistd.h>

int () {
("Hello, world!\n");

(2);

return 0;




Uncrpymentaannoe I1O strace (5)

execve( 1, 7fff5al1bo010
%)

brk (NULL) 55d1b68F4000

access( , R_0K) 1 ENOENT (No such
file or

write(1, \n", 13)
sleep(2)
exit group(9)

exited with ©




Uncrpymentaannoe I1O strace (6)

I lomydyeHne cTraTuCcTUKU

strace -c ./hello

OTCIIEKUBAHUE TOJBKO OIMPEACIIEHHBIX BHI30BOB
strace -e trace=read,write ./hello

Eciu y Bac yke 3amylieHa rnporpaMmma, Harpumep, €€
PID = 1234

strace -p 1234



Hucrpymentanabnoe 1O strace (7)

Brizos open(), read(), write() OymeT HCKYCCTBESHHO
IIPEPHIBATHCA C OIMNOKAMH — IOJIC3HO IS
TECTUPOBAHUA OOPAOOTKM OIINOOK.

strace -f -0 debug.log -e
fault=open,read,write ./my program



Uncrpymentaannoe I1O Itrace (1)

ltrace (library trace) — sto macTpymeHT B Unix-
OJOOHBIX CUCTEMAX, KOTOPBIH ITEPEXBATHIBACT U
BBIBOJIUT BBI3OBBI JTMHAMUYECKUX ONOIMOTEYHBIX
(GYHKIIUHM , KOTOPBIE UCIIOJIL3YET ITpOorpaMmMa BO BpeMs
BBINTOJHECHMS. OH Tak:K€ MOXKET IMOKA3hIBATh
BO3BpAIa€MBbIC 3HAYCHUS dTUX (DYHKIIUH .



Uncrpymentaannoe I1O Itrace (2)

main() {
dest[100];
strcpy(dest, ) ;
printf( %zu\n", strlen(dest));

0;}




Uncrpymentaabnoe IO Itrace (3)

ltrace ./example

__libc start main(0x400526, 1, Ox7ffc85a3e9d8, 0x4005f0

<unfinished ...>
strcp{§@x7ffc85a3e8b@, "Hello")

— IIHe OIl

stglen("Hello")

printf("Length: %zu\n", 5Length: 5
) =9

~_libc _start main returned ©
exit(0)
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NucrpymentanabHoe 110 (1)

Yro orcnexuBaer CucTeMHBIE BBI3OBBI bubnroreuynsie QyHKIUA
Llens AHanu3 B3aUMOJICHCTBUS C AHanu3 padoThI C

SAIPOM OMOIMoTEeKaMu
MokeT mokasarhb read,write,open,socket strcpy,malloc,printf

Pabotaert ¢ fork/clone,

CII0)KHBIE ClTydau Paboraetr ¢ C++, neMaHIJIUAT

CUTHaJIaMH

IToucka 10-tipoGaem, OTnaaku moJb30BaTEIbLCKOTO
[lonesen s

OJIOKUPOBOK Ko/aa

®jar -S ToabKO CHCTEMHBIE BBIZOBBI IIoka3pIiBaeT CUCTEMHBIE BHI3OBBI
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